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Abstract— Cloud computing has emerged as one of the mosteinfial paradigms in the IT industry for last femeays. Normally
data owners and service providers are not in timeestusted domain in cloud computing. Personalthea@cord (PHR) is an
emerging patient-centric model of health informatéxchange, which is often outsourced to be statedthird party, such as cloud
providers, however the information could be expasetthose third party servers and to unauthorizatigs. In the existing system,
a novel patient-centric framework and a suite othamisms for data access control to PHRs storexhinmi-trusted servers. To
achieve fine-grained and scalable data accessotdotr PHRS, leverage attribute based encryptioBEAtechniques to encrypt
each patient’'s PHR file. A high degree of patieritary is guaranteed simultaneously by exploitingltirauthority ABE. In
proposed System, introduce the concept of Disteidbukttribute-Based Encryption (DABE), where an adsy number of parties
can be present to maintain attributes and theiresponding secret keys. Also two-level accessrobntodel introduced, that
combines fine-grained access control, which sugpih precise granularity for access rules, andseegrained access control,
which allows the storage provider to manage accegaests while learning only limited informatioroffin its inputs. This is
achieved by arranging outsourced resources intts walled access blocks and enforcing access ¢attttie cloud only at the
granularity of blocks.

Index Terms— Attribute Based Encryption, PHR, Cloud Computinga@&e Grain

1. INTRODUCTION the whole system. They propose mechanisms for key
distribution and encryption so that PHR owners spacify
Cloud computing is a computing model, where resesirc personalized fine-grained role-based access pslidigring
such as computing power, storage, network and aoftw file encryption. But it has some security issues. dur
are abstracted and provided as services on thenéite proposed system we introduce a two-level accesgraion
These services are broadly divided into three caieg model that combines fine-grained access controljctwh
Infrastructure-as-a-Service(laas), supports the precise granularity for access rulasd
Platform-as-a-Service(PaaS), Software-as-a-Servicecoarse-grained access control, which allows therageo
(SaaS). Cloud computing provides on-demand selfprovider to manage access requests while learninly o
service, in which the different business units aftewed limited information from its inputs. This is ache¥ by
to get the computing resources as they need withoutrranging outsourced resources into units callegsscblocks
having to go through IT for equipment .It suppdytsad and enforcing access control at the cloud only la t
network access, which allows applications to bét i granularity of blocks. And also our solution harsdtee read
ways that align with how businesses operate today and writes access control. In recent years, pelsoealth
mobile, multi-device, etc. It allows resource pagli record (PHR) has emerged as a patient-centric naidedalth
which allows for pooling of different computing information exchange. In the existing system theyppse a
resources to deliver the services to multiple uskrss novel ABE-based framework for patient-centric secsinaring

highly elastic, which allows for quick scalabilitgf of PHRs in cloud computing environments, under the
resources depending on the demand. multi-owner settings. To address the key management
In recent years, personal health record (PHR) haschallenges, they conceptually divide the usershin dystem
emerged as a patient-centric model of health inftion ~ Into two types of domains, namely public and peason

exchange. In the existing system they propose a@lnoy domains. In the public domain, they use multi-attjoABE

ABE-based framework for patient-centric secure isigar (MA-ABE) to improve the security and avoid key eser
of PHRs in cloud computing environments, under the Problem.Each attribute authority (AA) in it goveraddisjoint
multi-owner settings. To address the key managemenfubset of user role attributes, while none of tiadome is able
challenges, they conceptually divide the usershia t to control the security of the whole system. Thechanisms
system into two types of domains, namely public andfor key distribution and encryption so that PHR evencan
personal domains. In the public domain, they usesSPecify personalized fine-grained role-based acgedgies
multi-authority ABE (MA-ABE) to improve the secwyit ~ during file encryption. But it has some securitgues. It
and avoid key escrow problem. Each attribute aitthor introduced a two-level access control model thanhlmoes
(AA) in it governs a disjoint subset of user roteibutes, ~ fine-grained access control, which supports thecipee
while none of them alone is able to control theusiég of granularity for access rules, and coarse-grainedssccontrol,
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which allows the storage provider to manage access access

requests while learning only limited informatiomiin its
inputs. This is achieved by arranging outsourced
resources into units called access blocks and @nfpr
access control at the cloud only at the granulaoity
blocks. And also our solution handles the read\aritds
access control.

2.LITERATURE REVIEW

A. Personal Health Record Using ABE

Personal Health Record (PHR) is an emerging
patient-centric model of health information exchang
which is often outsourced to be stored at a thadyp
such as cloud providers. However, there have been
wide privacy concerns as personal health informatio
could be exposed to those third party servers and t
unauthorized parties. To assure the patients’ obntr
over access to their own PHRs, it is a promising
method to encrypt the PHRs before outsourcing. Yet,
issues such as risks of privacy exposure, scahaliili

key management, flexible access and efficient user
revocation, have remained the most important
challenges toward achieving fine-grained,
cryptographically enforced data access control. gvin
Li, Shucheng Yu, Yao Zheng and Kui Ren [1] propose
a novel patient-centric framework and a suite of
mechanisms for data access control to PHRs stored i
semi-trusted servers. To achieve fine-grained and
scalable data access control for PHRs, and leverage
attribute based encryption (ABE) techniques to yoicr
each patient’s PHR file. Different from previous k®

in secure data outsourcing, it focus on the mdtgdta
owner scenario, and divide the users in the PHReBYS
into multiple security domains that greatly reduties

key management complexity for owners and users. A
high degree of patient privacy is guaranteed
simultaneously by exploiting multi-authority ABE.
This scheme also enables dynamic modification of
access policies or file attributes, supports effiti
on-demand user/attribute revocation and break-glass
access under emergency scenarios.

B. Securing Personal Health Records
M. Li, S. Yu, K. Ren, and W. Lou [14] proposes a@lo

D.
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control to PHR data in cloud computing
environments, under multi owner settings. To enghedt
each owner has full control over her PHR data, thegrage
Attribute-Based Encryption (ABE) as the encryption
primitive, and each owner generates her own seARIE
keys. his way, a patient can selectively shalnhge PHR
among a set of users by encrypting the file acoortth a set
of attributes, and her encryption and user manageme
complexity is linear to the number of attributeshea than
the number of authorized users in the system. Baddvom
high key management complexity for each owner eset,u
they divide the system into multiple Security Donsai
(SDs), where each of them is associated with aetudfsall
the users. Each owner and the users having personal
connections to her belong to a personal domainjewfor
each public domain they rely on multiple auxiligkitribute
Authorities (AA) to manage its users and attributéach
AA distributive governs a disjoint subset of attiibs, while
none of them alone is able to control the securitythe
whole system. In addition, they discuss method&f@bling
efficient and on-demand revocation of users oribaites,
and break-glass access under emergence scenarios.

Securing The E-Health Cloud

H. Lohr, A.-R. Sadeghi, and M. Winandy [4] proposes
general problems of e-health systems and providetmical
solution for the protection of privacy-sensitivetalawhich
has not been appropriately addressed yet for ead-us
systems. In particular, Their contributions arefaltows:
They describe an abstract model of e-health clowdisch
comprehends the common entities of healthcare &th&m
infrastructures. Based on this model, they outlhtee main
problem areas for security and privacy, namely d@ta
storage and processing, (i) management of e-health
infrastructures, and (iii) usability aspects of erstrs. They
present security architecture for privacy domaimeg-health
systems which leverages on modern security tecgpodd
commodity platforms. This architecture extends
protection of privacy-sensitive data from centrathanaged
secure networks to the client platforms of the asdrs. For
each application area a separate privacy domain is
established and it is enforced both centrally awhlly on
each platform.

the

and practical framework for fine-grained data asces g. Authorized Private Keyword Search

control to PHR data in cloud computing environmgnts
under multi owner settings. To ensure that eacheown
has full control over her PHR data, they leverage
Attribute-Based Encryption (ABE) as the encryption
primitive, and each owner generates her own set of
ABE keys. his way, a patient can selectively shaén
her PHR among a set of users by encrypting the file
according to a set of attributes, and her encrppéind
user management complexity is linear to the nunatber
attributes rather than the number of authorizedsuse
the system.

C. Securing Personal Health Records

M. Li, S. Yu, K. Ren, and W. Lou [14] proposes a
novel and practical framework for fine-grained data

M. Li, S. Yu, N. Cao, and W. Lou [15] proposes the
systematic study the problem of authorized privatgword
searches (APKS) over encrypted PHRs in cloud coimgut
They make the following main contributions. Firshey
propose a fine-grained authorization framework ihiok
every user obtain search capabilities under thieoaizaition
of local trusted 11 Authorities (LTAs), based orecking
for user’s attributes. The central TA's task is uegld to
minimum, and can remain semi-offline after initzaliion.
Using an obtained capability, a user can let toeictIserver
search through all owners’ encrypted PHRs to fihe t
records that match with the query conditions. Their
framework enjoys a high level of system scalability PHR
applications in the public domain. To realize suah
framework, they make novel use of a recent cry@plic
primitive, hierarchical predicate encryption (HPE)hich
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features delegation of search capabilities. Based o brings forth many new challenges for data secuaityl
HPE they propose two solutions for searching onaccess control when users outsource sensitive fiata
encrypted PHR documents, APKS and APKS+. Thesharing on cloud servers, which are not within faene
first solution enhances search efficiency, esplcfal trusted domain as data owners. To keep sensitiee data
subset and a class of simple range queries, whde t confidential against untrusted servers, existingutsms
second enhances query privacy with the help ofyrox usually apply cryptographic methods by disclosinatad
servers. Both schemes support multi-dimensionaldecryption keys only to authorized users. Howewedoing
multi-keyword searches and allow delegation and so, these solutions inevitably introduce a heavwymatation
revocation of search capabilities. Finally, they overhead on the data owner for key distribution dath
implement their scheme on a modern workstation andmanagement when fine-grained data access control is
carry out extensive performance evaluation. Throughdesired, and thus do not scale well. The problem of
experimental results they demonstrate that théiese simultaneously achieving fine-grainedness, scatgbidnd

is suitable for a wide range of delay-tolerant PHR data confidentiality of access control actuallyl semains
applications. To the best of their knowledge, theirk unresolved. S. Yu, C. Wang, K. Ren, and W. Lou aeslslts

is the first to address the authorized privatedeaver this challenging open issue by, on one hand, defirind

encrypted PHRs within the public domain. enforcing access policies based on data attribates, on
the other hand, allowing the data owner to delegaist of
F. Privacy of Electronic Medical Records the computation tasks involved in fine-grained dataess

J. Benaloh, m. Chase, e. Horvitz, and k. Lauter [5]control to untrusted cloud servers without discigsthe

proposes the encryption schemes with strong sgcurit underlying data contents. They achieve this goal by
properties will guarantee that the patients pyvae ~ €xploiting and uniquely combining techniques of
protected. However, adherence to a simple encnyptio attribute-based encryption (ABE), proxy re-encrgptiand
scheme can interfere with the desired functionadity ~ lazy re-encryption. Our proposed scheme also hkensa
health record systems. In particular, they wouke lio ~ Properties of user access privilege confidentiaditd user
emp|0y encryption, yet Support such desirable fonst secret key aCCOUnta..b"”:-y. EXten.SI.VE' ana|ySIS shihas our

as allowing users to share partial access rights wi Proposed scheme is highly efficient and provablguses
others and to perform various searches over theirunder existing security models.

records. In what follows, they consider encryption
schemes that enable patients to delegate partial
decryption rights, and that allow patients (andirthe
delegates) to search over their health data. Theyl s
propose a design that refers to as Patient Coatioll
Encryption (PCE) as a solution to secure and peivat
storage of patients' medical records. PCE alloves th
patient to selectively share records among docars
healthcare providers. The design of the systenased

on a hierarchical encryption system. The patient's
record is partitioned into a hierarchical structuzach
portion of which is encrypted with a correspondieay.
The patient is required to store a root secret keyn
which a tree of sub keys is

derived. The patient can selectively distribute kals

for decryption of various portions of the recorchel
patient can also generate and distribute trapdémrs
selectively searching portions of the record. Their
design prevents unauthorized access to patientitate
data by data storage providers, healthcare prasjider . L ;
pharmaceutical companies, insurance companies, oFaCh governing a disjoint subset of attributdgole

others who have not been given the appropriateatt”bmes are defined for PUDs, representing the

. : rofessional role or obligations of a PUD user. rdsim
decryption keys.prevents unauthorized access toP . . :
patients' medical data by data storage providers,PUDS obtain their attribute-based secret keys filmanAAS,

healthcare providers, pharmaceutical comp:’;\nies,\’\"thoUt directly interacting with the owners.
nsurance companies, or others who have not been giv
the appropriate decryption keys.

2. EXISTING SYSTEM

In the existing system our framework is to provikecure
patient-centric PHR access and efficient key mameg at
the same time. The key idea is to divide the sysiteim
multiple security domains (namelgublic domaingPUDSs)
and personal domaingPSDs)) according to the different
users’ data access requirements. The PUDs corisisieos
who make access based on their professional rele$, as
doctors, nurses and medical researchers. In peacti®UD
can be mapped to an independent sector in thetgosieh
as the health care, government or insurance sdatoreach
PSD, its users are personally associated with a a\aher
(such as family members or close friends), and theke
accesses to PHRs based on access rights assigniw by
owner. In both types of security domains, we wilixBE to
realize cryptographically enforced, patient-centiRHR
access. Especially, in a PUD multi-authority ABEused,
in which there are multiple “attribute authoritie€AAS),

G. Achieving secure, scalable, and fine-grainedadat
access control in cloud computing

Cloud computing is an emerging computing
paradigm in which resources of the computing
infrastructure are provided as services over the
Internet. As promising as it is, this paradigm also
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Fig: 1. Framework for patient centric, PHR
sharing on semi Trusted storage

To control access from PUD, owners are free to
specify role-based fine-grained access policiehér

. 2321-9637

concept of Distributed Attribute-Based EncryptidDABE),
i.e., a fully distributed version of CP-ABE, whenaultiple
attribute authorities may be present and distribséeret
attribute keys. Furthermore, we give the first ¢ortion of a
DABE scheme, which supports policies written in DNRe
cipher texts grow linearly with the number of camjtive
terms in the policy. Our scheme is very simple affitient,
demonstrating the practical viabilty of DABE. We
furthermore provide a proof of security in the gémegroup
model; even though this proof is weaker than theofsr of
some more recent CP-ABE schemes, our scheme is much
more efficient, requiring onlyD(1) pairing operations during
encryption and decryption. The following diagrarhews that
the authority to each users.

The basic idea behind it is to provide two levels o
access control: coarse-grained and fine-grainee ddarse
grained level access control will be enforced eihi by the
cloud provider and it would also represent the glanity at
which he will learn the access pattern of usersrnEthough
the cloud provider will learn the access patterercail user
requests, he will not be able to distinguish retpideom

PHR files, while do not need to know the list of gifferent users, which would come in the form obaymous
authorized users when doing encryption. Since theiokens. The fine-grained access control will be ogsd
PUDs contain the majority of users, it greatly reeli  opjiviously to the cloud through encryption and \ebprevent
the key management overhead for both the ownersym from differentiating requests that result ine tisame
and users. Each data owner (e.g., patient) issteilu  coarse-grained access control decision but haveerelit
authority of her own PSD, who uses a KP-ABE fine_grained access pattern. The mapping betwdes §ind
system to manage the secret keys and access 0ights access blocks is transparent to the users in theesbat they
users in her PSD. Since the users are personallan sybmit file requests without knowing in whaddis the
known by the PHR owner, to realize patient-centric files are contained. While most existing solutidnsus on
access, the owner is at the best position to grs@it  read request, we present a solution that providés fiead and
access privileges on a case-by-case basis. For PSQyrite access control. Choosing the granularity tiee access
data attributesare defined which refer to the intrinsic pocks in the read and write access control schefiests the

properties of the PHR data, such as the categosy of
PHR file. For the purpose of PSD access, each PH
file is labeled with its data attributes, while they

size is only linear with the number of file cateigsra

user can access. Since the number of users in dPSD
often small, it reduces the burden for the owner.
When encrypting the data for PSD, all that the awne

needs to know is the intrinsic data properties. The,

multi-domain approach best models different user

types and access requirements in a PHR system. The

use of ABE makes the encrypted PHRs

self-protective, i.e., they can be accessed by only

authorized
users even when storing on a semi-trusted serwdr, a
when the owner is not online. In addition, effidien

and on-demand user revocation is made possible via

our ABE enhancements.

Drawbacks of Existing System
The expressibility of our existing encryptor’s
access policy is somewhat limited by that of
MA-ABE's, since it only supports conjunctive
policy across multiple AAs.
The credentials from different organizations may
be considered equally effective, in that case
distributed ABE schemes will be needed. We
designate those issues as proposed works.
IIl. PROPOSED SYSTEM

In this proposed system we introduce the

rivacy guarantees for the scheme as well as ftsiesfcy
erformance.

Advantages of Proposed System

It provides data confidentiality by implementing a
fine-grained and coarse grained cryptographic a@cces
control mechanism;

It supports practical and flexible data sharingesotl

by handling both read and write operations in the
access control model.

It enhances data and user privacy by protectingsscc
control rules and access patterns from the storage
provider. It provides data confidentiality by
implementing a fine-grained and coarse grained
cryptographic access control mechanism

Benefit from the use of Distributed attribute-based
encryption, there is no central authority that lideato
maintain all attributes and distribute secret lhtité
keys.

It enhances data and user privacy by protectingsscc
control rules and access patterns from the storage
provider.
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The DABE Scheme
AND The DABE scheme consists of seven fundamental
algorithms: Setup CreateUser CreateAuthority

/ q‘“‘-\
OR First-leval CNF policy anabbad by MA-ARE

Hospital A | | Hospital B

RequestAttributePK RequestAttributeSK Encrypt and
Decrypt The description of the seven algorithms is ale¥ed:

AND
OR

Internal

Setup: The Setupalgorithm takes as input the implicit
security parameterkl It outputs the public key PK and

P - Medicine the master key MK.

AND AND e CreateUser (PK MK, u): The CreateUseralgorithm

takes as input the public key PK, the master key; lsiid

/ /r }{ \ a user name. It outputs a public user key RKthat will
biysicen | MD Nuree | [y level. be used by attribute authorities to issue sectebuate
; il ; keys foru, and a secret user key &Kused for the

decryption of ciphertexts.
Second-levelDNF policy enabded by armnbese comelanos across anrifine nypes

» CreateAuthority (PK, a): The CreateAuthority
algorithm is executed by the attribute authoritythwi
identifier a once during initialization. It outputs a secret
authority key Ska.

RequestAttributePK (PK, A, SKa): The RequestAttributePK

algorithm is executed by attribute authorities wéear they

In this section define the concept of DABE and eceive a request for a public attribute key. Thgorethm
introduce the required keys and algorithms. The checks whether the authority identifier aA of A alua. If
following table provides a quick reference of thestn  this is the case, the algorithm outputs a publidbatte key

Fig: 2. An example policy realizable using
MA-ABE

DBAE(Distributed Attribute Based Encryption)

relevant keys. for attribute A, denoted PKA, otherwise NULL.

RequestAttributeSK (PK, A, SKa, u, PKu):

The RequestAttributeSkalgorithm is executed by the
attribute authority with identifiea whenever it receives a
request for a secret attribute key. The algorithracks
whether the authority identifieaA of A equalsa and
whether the usen with public key PKi is eligible of the
attributeA. If this is the caseRequestAttributeSKutputs
a secret attribute key 3Ku for useru. Otherwise, the
algorithm outputs NULL.

Encrypt (PK,M,A,PKA1, . .. ,PKAN ): The Encrypt
algorithm takes as input the public key PK, a mgséé,
an access policy A and the public keysA2K. . . PKAN
corresponding to all attributes occurring in thdigyoA.
The algorithm encryptsM with A and outputs the
ciphertext CT.

Decrypt(PK,CT,A, SKu, SKAL,u, ..., SKAN,u): The
Decryptalgorithm takes as input a ciphertext produced by
the Encrypt algorithm, an access policy A, under which
CT was encrypted, and a key ring §KSKALu, . . .,
SKAN,u for useru. The algorithmDecrypt decrypts the
ciphertext CT and outputs the corresponding platnié

if the attributes were sufficient to satisfy A; ethvise it
outputs NULL.

Users, Attributes and Keys

During setup, a public master key PK and a secret
master key MK are generated; PK is available toyeve
party, whereas MK is only known to the master. Ever
useru maintains a public user key PK, which is used by
attribute authorities to generate personalized esecr
attribute keys, and a secret key K which is used in
the decryption operation. Generation and distrdoutdf
PK and SKuu is the task of the master, who is also
required to verify the identity of the users befkeys are
issued. The keys SKand PKi of a useru are bound to
the identity and/or pseudonyms of the user by theter.
This binding is crucial for the verification of theser’s
attributes. Every attribute authority maintainsearst key
SKa which is used to issue secret attribute keys tosuse
An attribute is a tuple consisting of an identifigfr an
attribute authority (e.g. an URL) and an identifier
describing the attribute itself (an arbitrary sgjin We
will denote the public representation of the atttédbhasA
and usea as the identifier of the attribute authority
present withinA. For every attribute with representation
A there is a public key, denoted RKwhich is issued by
the respective attribute authority and is used rtorypt
messages. The corresponding secret attribute keys
personalized for eligible users, are issued byattrébute
authorities to users who request them (after deténm
their eligibility). To prevent collusions, everyarsgets a
different secret attribute key that only he can.uae
secret attribute key of an attribuAgissued for a useris
denoted by SK, u. We call the set of secret keys that a
user has (i.e., the key 8kand all keys SKA, u) his key
ring.

Note that this scheme differs from CP-ABE] in thiaé¢
two algorithmsCreateAuthorityand RequestAttributePK
were added, and CP-ABE’s algorithteyGenis split up
into CreateUserand RequestAttributeSKt is crucial that
RequestAttributeSHoes not need any components of the
master key MK as input, so that every attributéhauity

is able to independently create attributes. Howewer
still require that a trusted central party mairgausers
(executesCreateUse), as otherwise collusion attacks
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would be possible.

TABLE I. KEY DESCRIPTION OF HEALTH CARE

DOMAIN
Key Description Usage
PK Global Key Input for al
operation
MK Master Key Creation 0
user keys
SKa Secret Key of creation of
Attribute attribute key
authority a
PKa Public key of Encryption
attribute a
SKu Secret key of pecryption
attribute a for
user u
PKu Public key off Key request
user u
SKa,u Secret key of Decryption

user u

Security Model

Setup : The challenger runs th®etupalgorithm and

gives the global key PK to the adversary.

() The challenger runs thgetupalgorithm and gives
global key PK to the adversary.

the

The advantage of the adversary in this game is
defined ash’ = b]-1/2, where the probability is taken over
all coin tosses of both challenger and adversarfDABE
scheme is secure if all polynomial time adversahiage at
most a negligible advantage in the above game.

Two level access control

In this a hybrid solution suggest that offersaywo trade
off privacy and efficiency guarantees. The bas@itehind
it is to provide two levels of access control: c@agrained
and fine-grained. The coarse grained level accessral
will be enforced explicitly by the cloud providenda it
would also represent the granularity at which hi learn
the access pattern of users. Even though the glomdder
will learn the access pattern over all user recdw will
not be able to distinguish requests from differasers,
which would come in the form of anonymous tokenkse T
fine-grained access control will be enforced obligly to
the cloud through encryption and would prevent fiiom
differentiating requests that result in the same
coarse-grained access control decision but haverelift
fine-grained access pattern. The mapping betwées dind
access blocks is transparent to the users in thgestat
they can submit file requests without knowing in atvh
blocks the files are contained. While most exissotutions
focus on read request, we present a solution tatiges
both read and write access control. Choosing thauarity
for the access blocks in the read and write acceagrol
schemes affects the privacy guarantees for thensehas
well as its efficiency performance.

[0 The adversary asks the challenger for an arbitrary

number of user keys. The challenger cé@lteateUserfor
each requested user and returns the resulting coahbli
private user keys to the adversary. For each user t
adversary can request an arbitrary number of seurét
public attribute keys, that the challenger creatgsalling
RequestAttributeSKr Request AttributePKrespectively.
Whenever the challenger receives a request fottabuae

4. CONCLUSION
In this paper, we have proposed a novel framewdrk o
secure sharing of personal health records in cloud
computing by using DABE. Considering partially
trustworthy cloud servers, argue that to fully izmalthe
patient-centric concept, patients shall have cotapentrol
of their own privacy through encrypting their PHiReg to

A of authoritya, he tests whether he has already created allow fine-grained access. The framework addresbes

secret key SH for a. If not, he first callCreateAuthority
to create the appropriate authority key (note Ste will

not be made available to the adversary).

Challenge :

CT to the adversary.

» The adversary may create an arbitrary number of
users. He can also request more secret attribute

The adversary submits two messalys
and M1 and an access policy A such that none of the
users that he created in Phase 1 satisfy A. (If usgr
from Phase 1 satisfies A, the challenger aborts) A
before, the challenger may have to ¢aeateAuthority

to initialize attribute authorities. The challendbps a
coin b, encryptsMb under A, and gives the ciphertext

unique challenges brought by multiple PHR ownerd an
users, in that greatly reduce the complexity of key
management while enhance the privacy guarantees
compared with previous works. We utilize ABE to et

the PHR data, so that the patients can allow aguassnly

by personal users, but also various users from igubl
domains with different professional roles, quaéfions and
affiliations. Further enhancement could be done amn
existing DABE scheme to handle efficient and on-dedh
user revocation, and prove its security.
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